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0. Abstract

Current computer design must develop secure ways to exchange information. The present
approach of implementing the authentication system in software has many pitfal and will move
quickly to a hybrid hardware/software implementation and finally to a full hardware
implementation. We describe different designs and approaches to the implementation of a client
and server authentication service in hardware, based on Kerberos V.5, the most widely-used
authentication protocol. We explore the security levels accomplished by these different hardware

implementations.
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1. Introduction

Security is a feature that until recently has been neglected in computer design. Usualy, the
implementation of the security schemesis left to software applications. But software applications
are easily changed and are subjected to the authority of a superuser that could be impersonated,
resulting in the loss of all security in the scheme. The current increase in connectivity between
computers and the high volume of information exchange has led to a demand for stronger
privacy in communications. This can only be accomplished by thinking of security as a part of
the computer rather than software running in the computer.

One of the most important features of security is authentication. The use of shared resources
across different networks (e.g. internet) requires knowledge of the identity of the user who wants
access to a specific resource. The authentication protocol has to be secure, avoiding problems of
impersonating or hijacking communications. In an authentication protocol Any server can
identify any client making a request, and the client can identify the response as being from the
server. Kerberos is an authentication protocol which accomplish this requirements.

1.1 Why use Kerberos as an authentication protocol

The Kerberos protocol originated at MIT more than a decade ago, where it was developed by
engineers working on Project Athena. The first public release of the protocol was Kerberos
version 4. Following industry-wide review of the protocol, its authors developed and released
Kerberos version 5. That version is now on a standards track with the IETF. The protocol
gpecification is in the RFC-1510 and has been widely accepted as a secure protocol for
authentication purposes. The next generation of the Microsoft Windows operating system
(Windows 2000) will adopt Kerberos as the default protocol for network authentication. Most of
the software dedicated to authentication is based on or uses Kerberos as a protocol. So it makes
sense to develop a hardware version with Kerberos as starting point.
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1.2 Overview of Kerberos
The Kerberos model is based on a trusted third-party authentication, following a Dennin and

Sacco’s protocol type. The original work and implementation of Kerberos was the work of MIT
Project Athena Staff members. Kerberosis publicly available.

Kerberos works by providing users or services with “tickets’ that they can use to identify
themselves. This authentication protocol can be easily embedded in virtually any network
protocol. Although most implementations of Kerberos use TCP/IP some other implementations
use other protocols.

In a kerberos system a trusted third party performs the centralized key management and the
administrative functions. The server maintains a database that contains all user’'s secret keys. It
generates session keys whenever two users want to communicate securely and authenticates the

identify of a user who requests secure network services.

1.2.1 Goals of Kerberos

Kerberos by itself does not offer a full security environment. It should be used as a component
when building a secure network. Kerberos has its goals in the following three areas
Authentication: Any user can make a clam to an ID. The authentication process test this
clam. During basic authentication, The user is asked to provide a password. During
enhanced authentication, the user is asked to use a piece of hardware assigned to the
legitimate owner of that ID. Kerberos goa is to remove authentication from the insecure
workstation to a centralized authentication server. This authentication server can be
physically secured, and can be controlled to ensure its reliability. This ensures that all users
within a kerberos realm have been authenticated using the same standard or policy.

Authorization: After a user has been authenticated, the application or network service can
administrate authorization. It looks at the requested resource or performs the application

function.
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Accounting: The goal of accounting is to support quotas charged against the client and/or
charges based on consumption. In addition, accounting audits user’s activities to ensure that
responsibility for an action can be traced to the initiator of the action.

1.2.2 How the protocol Works

In this section we will give an overview of the Kerberos protocol. For a more extensive
description of the protocol, please refer to [2]
For explanation purposes, we will use the name Alice and Bab to refer to the users involved in

the protocol.

The following is a description of the steps that the protocol follows:

The definition of Kerberos is a secret key service for providing authentication service. This is
done by the use of a KDC (Key Distribution Center) that runs on a physically secure node. This
node is the one that invents the keys for the communication, and that has stored in a database the
information and keys of the users. We also define the tickets and the TGT (Ticket Granting
Ticket) as some credentials that contains data as the realm, the user, the key, flags for different

pUrposes, €tc.

AS Exchange

Alice begins by logging on to the network. She types her logon name and her password. The
Kerberos client on Alice' s workstation converts her password to an encryption key and saves the
result in its credentials cache.

The client then sends the KDC's authentication service a Kerberos Authentication Service
Request (KRB_AS REQ). The first part of this message identifies the user, Alice, and the name
of the service for which she is requesting credentials, the ticket-granting service. The second part
of the message contains pre-authentication data that proves Alice knows the password. Thisis
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usually a timestamp encrypted with Alice's long-term key, although the protocol permits other
forms of pre-authentication data.

KRB_AS_REQ

Alice wants TGS, K, _{Alice, time} ————— KDC

AS invents
session key
S

Alice

€—K,fuse S, for TGS}, TGT =K, {use S, for Alice}

. Alice
Alice

KRB_AS_REP

Figure 1: ASExchange

When the KDC receives KRB_AS REQ), it looks up the user Alice in its database, gets her long-
term key, decrypts the pre-authentication data, and evaluates the timestamp inside. If the
timestamp passes the test, the KDC can be assured that the pre-authentication data was encrypted
with Alice s long-term key and thus that the client is genuine.

After it has verified Alice s identity, the KDC creates credentials that the Kerberos client on her
workstation can present to the ticket-granting service. First, the KDC invents alogon session key
and encrypts a copy of it with Alice's long-term key. Second, it embeds another copy of the
logon session key in a TGT, along with other information about Alice such as her authorization
data. The KDC encrypts the TGT with its own long-term key. Finally, it sends both the
encrypted logon session key and the TGT back to the client in a Kerberos Authentication Service
Reply (KRB_AS REP).

When the client receives the message, it uses the key derived from Alice’s password to decrypt
her logon session key and stores the key in its credentials cache. Then it extracts the TGT from
the message and stores that in its credentials cache as well.

TGS Exchange

The Kerberos client on Alice’'s workstation requests credentials for the service Bob by sending
the KDC a Kerberos Ticket-Granting Service Request (KRB_TGS REQ). This message includes
the user’s name, an authenticator encrypted with the user’s logon session key, the TGT obtained
in the AS Exchange, and the name of the service for which the user wants a ticket.
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KRB_TGS_REQ

—Alice wants Bob, S, {Alice, time}, TGT =K {use S, for Alice} ¥ KDC

TGS invents

session key
S

AB

Alice

Alice

€—S,;.{use S,, for Bob}, ticket = K {use S, for Alice}

Bob

KRB_TGS_REP

Figure 2: TGS Exchange

When the KDC receives KRB_TGS REQ, it decrypts the TGT with its own secret key,
extracting Alice's logon session key. It uses the logon session key to decrypt the authenticator
and evaluates that. If the authenticator passes the test, the KDC extracts Alice’'s authorization
datafrom the TGT and invents a session key for the client, Alice, to share with the service, Bob.
The KDC encrypts one copy of this session key with Alice's logon session key. It embeds
another copy of the session key in a ticket, along with Alice's authorization data, and encrypts
the ticket with Bob’s long-term key. The KDC then sends these credentials back to the client in a
Kerberos Ticket-Granting Service Reply (KRB_TGS_REP).

When the client receives the reply, it uses Alice’ s logon session key to decrypt the session key to
use with the service, and stores the key in its credentials cache. Then it extracts the ticket to the
service and stores that in its cache.

CS Exchange

The Kerberos client on Alice's workstation requests service from Bob by sending Bob a
Kerberos Application Request (KRB_AP_REQ). This message contains an authenticator
encrypted with the session key for the service, the ticket obtained in the TGS Exchange, and a
flag indicating whether the client wants mutual authentication. (The setting of this flag is one of
the options in configuring Kerberos. The user is never asked.)
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— KRB_AP_REQ —
o | S, g(Alice, time}, ticket = K {use S, for Alice}——P =
C P
£ 2z
T b3
8 8
< . ]

S,g{time}
KRB_AP_REP

Figure 3: CSExchange

The service, Bab, receives KRB_AP_REQ, decrypts the ticket, and extracts Alice' s authorization
data and the session key. Bob uses the session key to decrypt Alice's authenticator and then
evaluates the timestamp inside. If the authenticator passes the test, Bob looks for a mutual
authentication flag in the client’s request. If the flag is set, he uses the session key to encrypt the
time from Alice's authenticator and returns the result in a Kerberos Application Reply
(KRB_AP_REP).

When the client on Alice' s workstation receives KRB_AP_REP, it decrypts Bob’s authenticator
with the session key it shares with Bob and compares the time returned by the service with the
time in the client’s original authenticator. If the times match, the client knows that the service is
genuine, and the connection proceeds. During the connection, the session key can be used to
encrypt application data, or the client and server can share another key for this purpose.

Finally, the communication will begin using the shared session key. In the communication we
use two types of messages, KRB_SAFE, with integrity protection, KRB_PRIV, encrypted with
the key arranged for the communication, depending of the type of security the user demands.

1.2.3 What Isin a Ticket

For our purpose here, it is enough to list the fields in a ticket and to describe the information they

contain. The exact data structures for tickets as well as messages can be found in RFC 1510.
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Field Name Description

The first three fields in a ticket are not encrypted. The
information is in plaintext so that the client can use it to
manage ticketsin its cache.

tkt-vno Version number of the ticket format. In

Kerberosv.5itis5.

Redm Name of the realm (domain) that issued the
ticket. A KDC can issue tickets only for
servers in its own realm, so this is also the
name of the server’srealm.

Sname Name of the server.

The remaining fields are encrypted with the server’s secret key.

Flags Ticket options.

Key Session key.

Cream Name of the client’s realm (domain).

Cname Client’s name.

Transited Lists the Kerberos realms that took part in
authenticating the client to whom the ticket
was issued.

Authtime Time of initial authentication by the client.

The KDC places a timestamp in this field
when it issues a TGT. When it issues tickets
based on a TGT, the KDC copies the
authtime of the TGT to the authtime of the
ticket.

Starttime Time after which the ticket is valid.

10
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Field Name Description

Endtime Ticket’s expiration time.

Renew-till (Optional) Maximum endtime that may be set
in aticket with a RENEWABLE flag.

Caddr (Optional) One or more addresses from
which the ticket can be used. If omitted, the
ticket can be used from any address.

Authorization-  (Optional) Privilege attributes for the client.
data Kerberos does not interpret the contents of
this field. Interpretation is left up to the

service.

Table 1: Fields of a Ticket

The flags field is a bit-field in which options are set by turning a particular bit on (1) or off (0).

Although the field is 32 bits long, only nine ticket flags are of interest to Kerberos administrators.

Flag Description

FORWARDABLE  (TGT only) Tells the ticket-granting service
that it can issue a new TGT with a different
network address based on the presented TGT.

FORWARDED Indicates either that a TGT has been
forwarded or that a ticket was issued from a
forwarded TGT.

PROXIABLE (TGT only) Tells the ticket-granting service

that it can issue tickets with a different
network address than the onein the TGT.

11
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Flag Description

PROXY Indicates that the network address in the
ticket is different from the one in the TGT
used to obtain the ticket.

RENEWABLE Used in combination with the endtime and
renew-till fields to cause tickets with long life
spans to be renewed at the KDC periodically.

INITIAL (TGT only) Indicates that thisisa TGT.

Table 2: Flags of a ticket

1.2.4 Versions of Kerberos

The newest version of kerberos is version 5. In this work we have restricted our work to this
version, but in this section we will take alook to the other versions, and its compatibilities
Versions 1 through 3 were used internaly. Although designed primarily for use by Project
Athena, Version 4 of the protocol has achieved widespread use beyond MIT. Models for
administration and use of computer services differ from site to site and some environments
require support that is not present in Version 4. Version 5 of the Kerberos protocol incorporates
new features suggested by experience with Version 4, making it useful in more situations.
Version 5 was based in part upon input from many contributors familiar with Version 4.

There are several different features that changes from version 4 to version 5. We will explain
briefly only the features that refer to the bit notation.

Version 4 uses a "receiver makes right" philosophy for encoding multi-byte values in network
messages, where the sending host encodes the value in its own natural byte order and the
receiver must convert this byte order to its own native order. While this makes communication
between two hosts with the same byte order smple, it does not follow established conventions
and will preclude interoperability of a machine with an unusual byte order not understood by the

receiver.

12
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Network messages in Version 5 are described using the Abstract Syntax Notation One (ASN.1)
syntax and encoded according to the basic encoding rules. This avoids the problem of
independently specifying the encoding for multi-byte quantities as was done in Version 4. It
makes the protocol description look quite different from Version 4, but it is primarily the
presentation of the message fields that changes; the essence of the Kerberos Version 4 protocol
remains.

The core Kerberos library contains the routines which assemble, disassemble and interpret the
network messages. This includes ASN.1 encoding and decoding functions which convert from a
machine's native format to the network encoding (currently based on the ISODE package, but
another ASN.1 support package may be substituted), routines which verify that requests are
answered as expected, and routines to determine which messages are necessary. This core set of
routines calls out to the remaining portions of the library as required. A programmer may replace

those portions at certain specified interfaces

For those sites which wish to convert the Kerberos server to provide the features of Version 5, a

compatibility mode may be enabled on the KDC which causes it to accept Version 4 format
KDC requests and respond with Version 4 format tickets and messages, as well as accepting
Version 5 format requests. This allows an administrator to convert a Version 4 installation to
Version 5 slowly, by supporting the old users with the compatibility code. After some grace
period, the Version 4 compatibility would be turned off. If a user wishes to use both Version 4
and Version 5 programs simultaneoudly, the user's key must be encoded using the Version 4
style string-to-key agorithm; the Version 5 response will include information in the pre-
authentication data of the ticket response to indicate which string-to-key algorithm should be
used by the Version 5 client.

1.2.5 ASN.1 Specifications and background

As we have seen the newest version of Kerberos, Kerberos V.5 uses the ASN.1 notations.
Briefly, ASN.1 (Abstract Syntax Notation One, defined in X.208) is OSl's method of specifying

abstract objects, and one set of rules for representing such objects as strings of ones and zeros is
13
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called the BER (Basic Encoding Rules, defined in X.209). ASN.1 is a flexible notation that
allows one to define a variety data types, from simple types such as integers and bit strings to
structured types such as sets and sequences, as well as complex types defined in terms of others.
BER describes how to represent or encode values of each ASN.1 type as a string of eight-bit
octets. There is generally more than one way to BER-encode a given value. Another set of rules,
called the Distinguished Encoding Rules (DER), which is a subset of BER, gives a unique
encoding to each ASN.1 value. Kerberos uses the DER encoding rules.

For the purpose of encoding and decoding Kerberos in hardware we will briefly explain ASN.1
and the DER encoding system (as a subset of DER).

1.251ASN.1

Abstract Syntax Notation One, abbreviated ASN.1, is a notation for describing abstract types and
values.
In ASN.1, atypeis a set of values. For some types, there are a finite number of values, and for
other types there are an infinite number. A value of a given ASN.1 type is an element of the
type's set. ASN.1 has four kinds of type: simple types, which are "atomic" and have no
components; structured types, which have components; tagged types, which are derived from
other types; and other types, which include the CHOICE type and the ANY type. Types and
values can be given names with the ASN.1 assignment operator (::=) , and those names can be
used in defining other types and values.
Every ASN.1 type other than CHOICE and ANY has a tag, which consists of a class and a
nonnegative tag number. ASN.1 types are abstractly the same if and only if their tag numbers are
the same. In other words, the name of an ASN.1 type does not affect its abstract meaning, only
the tag does. There are four classes of tag:

Universal, for types whose meaning is the same in all applications; these types are

only defined in X.208.

Application, for types whose meaning is specific to an application, such as X.500

directory services; types in two different applications may have the same application-

14
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specific tag and different meanings.
Private, for types whose meaning is specific to a given enterprise.
Context-specific, for types whose meaning is specific to a given structured type;
context-specific tags are used to distinguish between component types with the same
underlying tag within the context of a given structured type, and component typesin
two different structured types may have the same tag and different meanings.
The types with universal tags are defined in X.208, which also gives the types universal tag
numbers. Types with other tags are defined in many places, and are always obtained by implicit
or explicit tagging. The following table lists some ASN.1 types and their universal-class tags.

Tag number Tag

(decimal) (hexadecimal)
| NTEGER 2 02
BIT STRING 3 03
OCTET STRI NG 4 04
NULL 5 05
OBJECT | DENTI FI ER 6 06
SEQUENCE and SEQUENCE OF 16 10
SET and SET OF 17 11
PrintableString 19 13
T61String 20 14
| A5String 22 16
UTCTi ne 23 17

Table 3. Some types and their universal-class tags.

ASN.1 types and values are expressed in a flexible, programming-language-like notation, with
the following special rules:
Layout is not significant; multiple spaces and line breaks can be considered as a

single space.

15
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Comments are delimited by pairs of hyphens (--), or a pair of hyphens and aline
break.
Identifiers (names of values and fields) and type references (names of types)
consist of upper- and lower-case letters, digits, hyphens, and spaces; identifiers
begin with lower-case | etters; type references begin with upper-case letters.

The following four subsections give an overview of simple types, structured types, implicitly and

explicitly tagged types, and other types.

1.2.5.2 Smple types

Simple types are those not consisting of components; they are the "atomic” types. ASN.1 defines
several; the types that are relevant to the PKCS standards are the following:

BI T STRING, an arbitrary string of bits (ones and zeroes).

| A5String, an arbitrary string of IA5 (ASCII) characters.

| NTEGER, an arbitrary integer.

NULL, anull value.

OBJECT | DENTI FI ER, an object identifier, which is a sequence of integer components

that identify an object such as an algorithm or attribute type.

OCTET STRI NG an arbitrary string of octets (eight-bit values).

Printabl eString, anarbitrary string of printable characters.

T61String, anarbitrary string of T.61 (eight-bit) characters.

UTCTi ne, a"coordinated universal time" or Greenwich Mean Time (GMT) value.
Simple types fal into two categories: string types and non- string types. BIT STRI NG
| A5String, OCTET STRING PrintableString, T61String, and UTCTi me are string types.
String types can be viewed, for the purposes of encoding, as consisting of components, where the
components are substrings. This view alows one to encode a value whose length is not known in
advance (e.g., an octet string value input from afile stream) with a constructed, indefinite- length
encoding.
The string types can be given size constraints limiting the length of values.

16
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1.2.5.3 Sructured types

Structured types are those consisting of components. ASN.1 defines four, all of which are
relevant to the PKCS standards:

SEQUENCE, an ordered collection of one or more types.

SEQUENCE OF, an ordered collection of zero or more occurrences of a given type.

SET, an unordered collection of one or more types.

SET OF, an unordered collection of zero or more occurrences of a given type.

The structured types can have optional components, possibly with default values.

1.2.5.4 Implicitly and explicitly tagged types

Tagging is useful to distinguish types within an application; it is also commonly used to
distinguish component types within a structured type. For instance, optional components of a SET
or SEQUENCE type aretypically given distinct context-specific tags to avoid ambiguity.

There are two ways to tag a type: implicitly and explicitly.

Implicitly tagged types are derived from other types by changing the tag of the underlying type.
Implicit tagging is denoted by the ASN.1 keywords [class number] I MPLICI T .

Explicitly tagged types are derived from other types by adding an outer tag to the underlying
type. In effect, explicitly tagged types are structured types consisting of one component, the
underlying type. Explicit tagging is denoted by the ASN.1 keywords [class number] EXPLICI T .
The keyword [class number] alone is the same as explicit tagging, except when the "modul€e” in
which the ASN.1 type is defined has implicit tagging by default.

For purposes of encoding, an implicitly tagged type is considered the same as the underlying
type, except that the tag is different. An explicitly tagged type is considered like a structured type
with one component, the underlying type. Implicit tags result in shorter encodings, but explicit
tags may be necessary to avoid ambiguity if the tag of the underlying type is indeterminate (e.g.,
the underlying typeis CHO CE or ANY).

17
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1.2.5.5 Other types

Other typesin ASN.1 include the cHO CE and ANY types. The CHO CE type denotes a union of one
or more aternatives; the ANY type denotes an arbitrary value of an arbitrary type, where the

arbitrary type is possibly defined in the registration of an object identifier or integer value.

1.2.5.6. Basic Encoding Rules

The Basic Encoding Rules for ASN.1, abbreviated BER, give one or more ways to represent any
ASN.1 value as an octet string. (There are certainly other ways to represent ASN.1 values, but
BER isthe standard for interchanging such valuesin OSl.)
There are three methods to encode an ASN.1 value under BER, the choice of which depends on
the type of value and whether the length of the value is known. The three methods are primitive,
definite-length encoding; constructed, definite- length encoding; and constructed, indefinite-
length encoding. Simple non-string types employ the primitive, definite-length method;
structured types employ either of the constructed methods; and simple string types employ any of
the methods, depending on whether the length of the value is known. Types derived by implicit
tagging employ the method of the underlying type and types derived by explicit tagging employ
the constructed methods.
In each method, the BER encoding has three or four parts:
Identifier octets. These identify the class and tag number of the ASN.1 value, and
indicate whether the method is primitive or constructed.
Length octets. For the definite-length methods, these give the number of contents octets.
For the constructed, indefinite-length method, these indicate that the length is indefinite.
Contents octets. For the primitive, definite-length method, these give a concrete
representation of the value. For the constructed methods, these give the concatenation of
the BER encodings of the components of the value.
End-of-contents octets. For the constructed, indefinite- length method, these denote the

18
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end of the contents. For the other methods, these are absent.
The three methods of encoding are described in the following sections.

1.2.5.7 Primitive, definite-length method

This method applies to simple types and types derived from simple types by implicit tagging. It
requires that the length of the value be known in advance. The parts of the BER encoding are as
follows:
I dentifier octets. There are two forms: low tag number (for tag numbers between 0 and 30) and
high tag number (for tag numbers 31 and greater).
Low-tag-number form. One octet. Bits 8 and 7 specify the class (see Table 2), bit 6 has
value"0," indicating that the encoding is primitive, and bits 5-1 give the tag number.

Class Bit8 Bit7
Universal 0 0
Application 0 1
Context-specific 1 0
Private 1 1

Table 4. Class types

High-tag-number form. Two or more octets. First octet is as in low-tag-number form,
except that bits 5-1 all have value "1." Second and following octets give the tag number,
base 128, most significant digit first, with as few digits as possible, and with the bit 8 of
each octet except the last set to "1."
Length octets. There are two forms: short (for lengths between 0 and 127), and long definite (for
lengths between 0 and 221008 -1).
Short form. One octet. Bit 8 has value "0" and bits 7-1 give the length.
Long form. Two to 127 octets. Bit 8 of first octet has value "1" and bits 7-1 give the
number of additional length octets. Second and following octets give the length, base

256, most significant digit first.
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Contents octets. These give a concrete representation of the value (or the value of the
underlying type, if the type is derived by implicit tagging). Details for particular types are given
in Section 5.

1.2.5.8 Constructed, definite-length method

This method applies to simple string types, structured types, types derived simple string types
and structured types by implicit tagging, and types derived from anything by explicit tagging. It
requires that the length of the value be known in advance. The parts of the BER encoding are as
follows:
Identifier octets. As described before, except that bit 6 has value "1," indicating that the
encoding is constructed.
Length octets. As described before.
Contents octets. The concatenation of the BER encodings of the components of the value:
For smple string types and types derived from them by implicit tagging, the
concatenation of the BER encodings of consecutive substrings of the value
(underlying value for implicit tagging).
For structured types and types derived from them by implicit tagging, the
concatenation of the BER encodings of components of the value (underlying
value for implicit tagging).
For types derived from anything by explicit tagging, the BER encoding of the

underlying value.

1.2.5.9 Constructed, indefinite-length method

This method applies to simple string types, structured types, types derived simple string types
and structured types by implicit tagging, and types derived from anything by explicit tagging. It
does not require that the length of the value be known in advance. The parts of the BER

encoding are as follows:
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Identifier octets. As described before.

Length octets. One octet, 80.

Contents octets. As described before.

End-of-contents octets. Two octets, 00 00.

Since the end-of-contents octets appear where an ordinary BER encoding might be expected
(e.g., in the contents octets of a sequence value), the 00 and 00 appear as identifier and length
octets, respectively. Thus the end-of-contents octets is realy the primitive, definite-length

encoding of avaue with universal class, tag number O, and length 0.

1.2.5.10 Distinguished Encoding Rules

The Distinguished Encoding Rules for ASN.1, abbreviated DER, are a subset of BER, and give
exactly one way to represent any ASN.1 value as an octet string. DER is intended for
applications in which a unique octet string encoding is needed, as is the case when a digita
signature is computed on an ASN.1 value. DER is defined in Section 8.7 of X.509.
DER adds the following restrictions to the rules given before:
When the length is between 0 and 127, the short form of length must be used
When the length is 128 or greater, the long form of length must be used, and the length must
be encoded in the minimum number of octets.
For ssimple string types and implicitly tagged types derived from simple string types, the
primitive, definite-length method must be employed.
For structured types, implicitly tagged types derived from structured types, and explicitly
tagged types derived from anything, the constructed, definite-length method must be
employed.
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1.3 Other authentication protocols: SESAME

SESAME (a Secure European System for Applications in a Multi-vendor Environment) is a
European research and development project, part funded by the European Commission under its
RACE programme. It is aso the name of the technology that came out of that project.

The SESAME technology offers sophisticated single sign-on with added distributed access
control features and cryptographic protection of interchanged data.

The SESAME project decided that in its early implementation some of the SESAME
components would be accessible through the Kerberos V5 protocol (as specified in RFC1510),
and would use Kerberos data structures, as well as new SESAME ones. This has shown
unequivocally that a product quality approach reusing selected parts of the Kerberos
specification is workable and that a world standard is possible incorporating features of both
technologies

There is some research to add smartcard authentication using SESAME instead of Kerberos as
the one described by Looi et a. in its paper ”Enhancing SESAMEV4 with Smart Cards’,
appeared in PreProceedings CARDIS98
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2. Insecurity in Kerberos

In this section we will review the known security problems resulting from the software-only
based implementation of Kerberos that can be improved by adding hardware (in point 3 we will
see what are exactly the additions that will counter the pitfalls shown in this section). We will not
explain other security pitfalls that can not be resolved with a hardware implementation, such as

reply attacks or ticket expiration.

2.1 Password guessing attacks

In a typical environment the communication channel is insecure. So an intruder with access to
the channel could record the login dialogs (it is, as we have seen the introduction, the
KRB_AS REPLY that is encrypted with the user key), and begin a password-guessing assaullt.
The intruder will have recorded many of the session logins will have some chance of breaking
the security by guessing the password.

With good passwords this attack does not have to be very harmful. The key has 64 bits, so the
amount of computational time the intruder has to spend to guess the password will be too large to
worry about. But in a software environment the password is chosen by the user, and the 64-bit
key is derived by a known agorithm from this password. Most users choose an easy password,
because is difficult to remember a highly complicated password. Instead of trying al the 64 bits
gpace of the key, the intruder could try a dictionary attack using common words in English (or
the most suitable language of the environment) and also common password words (e.g. names of
main characters from books) to derive the different keys. These kinds of dictionaries are widely
distributed on the web. This is not merely a theoretical threat. Attacks of this type have been
launched in many networks with a great amount of users (e.g. universities) with success.

In Kerberos V .4 this attack was more harmful, because any user could make requests (that is,
send KRB_AS REQUESTS) without knowledge of the key, so the intruder could obtain as
many plaintext-ciphertext pairs as the intruder wants. Thisis solved in Kerberos V.5 with the use
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of pre-authentication in the KRB_AS REQUESTS. But the problem cannot be solved totally,
because the adversary could eavesdrop the session if the channel is insecure, launch the same
attack as in the case before and try to recognize well-known entries in the message, such as the

realm or the user name.

2.2 Login spoofing and trojan horses

Usually the authentication protocol runs in a workstation environment. Usually, the user trusts
the authority, i.e. The root, but the program to log-in could be replaced with another malicious
program. So the user do not know if the log-in program where he/she enters hisher password is
safe. One of the main advantages of Kerberos is that the passwords are never transmitted in
plaintext over the network. But such an attack bypass this advantage, because you just type your
password directly into the evil software.

Also, if one part of the Kerberos program is replaced with evil software it will send to the
intruder al kind of keys. So if the authority is compromised only for a short time, the whole
security scheme is compromised.

The knowledge that the user has of his’her key could also be exploited by social engineering, e.g.
fake administrator phone calls, that will compromise a user account without notice. This last
case, dthough it seems ridiculous, is one of the most used by adversaries to enter a private

network

2.3 Key storage

Kerberos uses three different types of keys in the communication protocol. As we have seen in
point 1.3 Overview of Kerberos, we have a user key (Ka), alogon session key (Sa) and severa
session keys(Sab). The client uses these keys to encrypt and decrypt different messages, so we
must store these keys to use them later. In an all-software based Kerberos these keys have to be

stored either in memory or on a hard disk, but we can not say either is secure. A secret in the
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hard disk is available to the access of the manager of the realm. Also the information on a hard
disk is usually backed up in devices where the security protection is often relaxed. The memory
could also be scanned by the manager and often paged out to hard disk, where we will find the

same problems as stated before.
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3. Different har dwar e implementations

The most secure implementation of Kerberos is an al-hardware design, both in the client and in
the server. The Kerberos design had to be completely separated and independent of the machine,
as well as transparent. The user that requests a secure transmission will insert his’her key stored
in a secure device, such a smartcard, and the whole protocol will be transparent for the user and
the machine.

In the following points we will explain in more detail the different levels of hardware added to
the all-software Kerberos implementation. Each step is an improvement of the step before, so
includes the hardware implementation of the step before.

3.1 Storing the user key in a removable device

To counter the biggest pitfalls of an all-software implementation of Kerberos, we will focus on
the user key, Ka. Aswe have seen, Kainvolves the problem of typing passwords, remembering
them, storing Ka, weak passwords...Having the password stored in a removable device will
counter most of these pitfalls, as we will explain. The key will be generated at random (a strong
key) and stored in the device. This will counter dictionary attacks. Since the key is stored in the
device, the user does not have to remember any key. This will counter the socia-engineering
type attacks.

With that kind of device the user will only have to insert the device (smartcard) in asot to log
in, countering the possibilities of typing the password into trojan horses and possibilities of other
attacks, such as shoulder-surfing. We have to avoid sending the password for decryption to the
host, because this will allow a powerful attacker to stea the key, athough it is not stored, by
recording it using evil software. So the encryption/decryption scheme of the credentias and

ticket will have to take place outside the host, i.e. in the removable device.
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3.1.1 Protocol Design

The messages we have to send to the device are the ones that are encrypted with the user key and
the pre-authentication data.

Inthe KRB_AS REQ we have to send the data we want to encrypt, so we will send to the device
the data and a signal to encrypt. The device will return the pre-authentication data encrypted to
the host.

In the KRB_AS REP we have to decrypt the TGT. We will send it to the device with asignal of

decryption. The device will return the TGT in plaintext to the workstation.

3.1.2 A possible design

As we have seen the straightforward implementation of this first level of hardware
implementation is to use a smartcard. In this section we will describe a design developed in the
University of Michigan. The design is explored extensively in [13]. However, there are some
pitfalls we will try to fix in this section.

The design goals of this implementation are:

Use randomly generated bits for Ku, so we fix the problem of a dictionary attack, as we have

arandom string of bitsinstead a user chosen password.

Store the user key in a smartcard, using the smartcard as an external key storage, we will
avoid the user for remembering the password. As we described before, the random string of
bits (impossible to remember for anyone) is stored in the device. The smartcard, then, has to

be tamper-proof and with restricted communications mechanisms

Decrypt TGT in the smartcard, so the smartcard must have a DES en(de)cryption mechanism

implemented
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Do not modify KDC, so our modifications in the server will work not only in our realm, but

with every kerberos machine.

The physical implementation is carried out using a STARCOS version 2.1 smartcard from
Giesecke & Devrient. The development platform is Open-BSD-2.2 on Pentium 133 Mhz PC. The
code base is Kerberos version 1.0.5 released by MIT.

In the protocol used the smartcard only decrypts the TGT. No pre-authentication is held.

To evaluate the authentication protocol the command Kinit in ran in the machine. The
authentication time fluctuates within a range between 1.53 seconds and 1.57seconds, averaging
1.57 seconds. Thisis arelatively low performance, but we must take into account that using a
smartcard we have no need to prompt any password (in this implementation there is no pre-
authentication). The time of prompting a password is between 2 and 5 seconds. It is interesting
the breakdown of the timing, so we will know how much time is spent in each part of the

protocol:

Part name Time (ms) Std. Deviation
Decryption 823 0.754
(non comm part) 498 0.0219
(comm part) 325 0.766
Get response 304 0.0459
Card reset+open file 245 0.00340
RPC 59.8 9.65
Pre-processing 6.19 0.0583
Post-processing 83.3 4.80
Total 1521 8.76
Table 5: Timing

As the intuition indicated, the bottleneck occurs in the decryption. Also, the communications
with the smartcard is slow. The communication between the smartcard and the host can be
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improved. However, the improving of the encryption time is less probable. So, with the state-of-
the art smartcard technologies we could only improve the design in a 30 percent.

3.2 Soring the user key and the login session key in a removable device.

Although the approach in 3.1 counters all the most important attacks, we still have the problem
of the secure storage of the keys. Since the encryption with the session key is done by the
software client in the host we must store the key either in software or in hardware. This key
usually lasts only about eight hours. But with knowledge of this key, the intruder could demand
as many application tickets as he/she wants, and not only for the eight hours, but in Kerberos V.5
also could apply for postdated tickets. That is, tickets used to run a job some time in the future.
The use of postdated ticket could compromise, then, the authentication of the user some time in
the future.

Soasin 3.1, our god isto store the key in aremovable device. The protocol, however, is not as
obvious as in the point before. In the case of the user key, we only have to decrypt in the device
the encrypted tickets and credentias. In this case we also have to encrypt with the key, and we
have to locate the key in the message and store it before the key arrives in plaintext at the host.
So we will have to manage to defragment the message before it arrives to the host, or at least to
remove the key from the ticket.

3.2.1 Protocol design

The first part of the protocol is the same as in 3.1.1. We aso have to add two more signals, one
for choosing between the user key and the session key and other to store the key.

In the KRB_AS REQ we follow the same steps as 3.1.1 and aso send a signal that indicates the
device we want to use the user key.

In the KRB_AS REP we have to decrypt the TGT. We will send it to the device with asignal of

decrypt and a signal for using the user key. The device will return the TGT in plaintext to a block
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that will look for the key. We will explain how this block will work in the next point. When the
block finds the key in the message, it has to send a signal of store (or have an input only for
storing the logon session key) and the key to the device.

In the KRB_TGT_REQ we will have to send the data in plaintext to the device, and a signal for
encrypt and for using the session key. The device will send the encrypted data to the
workstation.

In the KRB_TGT_REP we will have to sent the encrypted data to the device with a signal for
decrypt and for using the session key. The device will send the data in plaintext to the device.
Notice that with this scheme the user key and the session key never stay in the workstation in
plaintext.

When the user finishes the session the session key will be erased from the card. For legd
purposes the key could remain stored until the next session, so any legal authority could check
your last(s) session(s). This will reduce the security of the scheme, and since al the session keys
could be stored and checked in the KDC, we suggest that the key be erased once the session
finishes.

3.2.2 A possible design

In order to achieve the goal of avoiding having the key arrive at the host in plaintext, as
discussed before, we will have to remove the key from the plaintext. We could remove it by
completely defragment the Kerberos message, but this would be complex in hardware terms.

If we examine closer the Kerberos protocol, we observe one of the main differences between
Version 4 and Version 5 of Kerberos, the encoding. In the first version of Kerberos, the length of
the field was bounded or fixed. The fields without a fixed size were null-terminated. Using
Kerberos V.4 we will make that block using counters and searching a defined number of nulls so
we will get the key field and extract the key from the message.

This has been completely changed in the Kerberos V.5. Kerberos V.5 uses ASN.1 as the
encoding. ASN.1 is a data representation language standarized by the 1SO. We will not enter
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deeply in this encoding, just say that ASN.1 has a much bigger overhead, but the encoding is
canonical, as we have described in section 1.2.
In the ASN.1 the encoding of the key looks like this:

EncryptionKey ::= SEQUENCE {
keytype[O] INTEGER,
keyvalug[l] OCTET STRING

}
Where the keytype refers to the type of key used for the encryption and keyvalue is the key itself.

The encoding with ASN.1 DER (Distinguished Encoding Rules, used by Kerberos) is constant
and unique for al the fields. Thus, the field keyvaue, the one we want to take out from the
message has four known octets overhead (i.e. one octet to define keyvalue, one octet to define
the length, one octet to define OCTECT STRING and one octet to define the length of the key.
Then we will have the eight octets belonging to the key. In our block, we must find this
overhead, extract the next 8 octets (the length of the key) and change this field to zeroes, or a
known pattern that would let the interface recognize that the key was stored correctly in the
device. The possibilities that the pattern we look for collides with another can be neglected, as
they are much lower than a pure brute force attack. Anyway, since if it happens, the interface
will not recognize the pattern in the key. As a result, Kerberos will begin again the request for
the ticket.

3.2.2.3 Smulation

One could argue that this method has to be tested practically to get some conclusion. We have
simulated with real kerberos session and the scheme worked perfectly in 1000 different kerberos
sessions. In appendix A we include the code we use (just find the pattern and change the key to a
known pattern, in our case is, coded in hexadecima OxOfOfOfOf). The pattern we have to
recognize is the DER encoding of our ASN.1 EncryptionKey, that for a key with 64 hits is,

coded in hexadecimal, OxA10A0408. The results are that it worked perfectly in 100% of the
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sessions. In our code, for making the scheme more realistic we use as the input a ciphered
session, (that is, what the smartcard will receive) and the output is the session decrypted and with
the keys removed and transformed to the known pattern. A complete session log is shown in
appendix A.

3.3 Storing the user key, logon session key and shared session keysin a device

We still have the problem of the insecure storage of the keys. An intruder could steal these keys,
but thisis the least harmful attack. The attacker could only use this keys if he aso had the ticket
(supposedly, if an intruder has access to a key, he/she will have access to the ticket related to that
key) and only in the environment of the application, wich the adversary could not control.
Nevertheless, the fact of having access to some kind of jobs could be critical in certain
environments (e.g. army, nuclear bases). The hardware complexity in this scheme is high. We
have to store the key and aso the name of the destination. As in the case of 3.2 we will have to
avoid the host receiving the key in plaintext, so we will have to take out the key and the
destination from the message.

3.3.1 Protocol design

In this case, we must not join both schemes. A secure storage could not be done in a smartcard or
a removable device (the hardware complexity will be too high), so what we must do is use a
processor that eventually could back up the keys and the destination (the user that the client
shares the key with) of the key in the removable device to be used in another session. This
processor has to be able to completely understand ASN.1 to defragment the Kerberos packets.
And since the processor will have to encrypt and decrypt all the communication between both
parties, al the information that went out from the computer or arrives at it in a secure
conversation will have to go through the processor.

The protocol will change in the same way as the previous points and al so:

Inthe KRB_TGS_REP, store the key and the realm and name of the communicator.
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In the KRB_AP_REQ handle we will have to store the key inside the ticket and the realm and
name of the communicator (or all the ticket). When the user will want to communicate with one
user, It will send the application that has to run. If the processor does not have a key for the
communication, it will tell the computer that begins an KRB_AS REQ. If it has the key, it will
encrypt KRB_PRIV with it. Until the end of the communication, it will use this key to encrypt
and decrypt the encoded part of the packets.

3.4 Changes in Kerberos code

For implementing this schemes we need to do made some changes in the Kerberos source. First,
we have to implement a new encryption scheme. As we have stated in the protocol design, we
will call this new encryption entry when we request the removable device to encrypt or decrypt.
If we want to implement the design described in 3.3, we will have to define another entry,
because as we explained the session keys will be stored in a different device.

In the kerberos code we will have to add an entry like the following, if we want to use the
DES CBC_MDS5 as the encryption system.

Kkrb5_cryptosystem_entry

mit_des md5_exdevice cryptosystem_entry {
EncryptionType ENCTYPE_DES CBC_MD5 EXDEVICE;
DecryptionFunc mit_des md5_exdevice decrypt_func();

/I Other members are identical to des-cbc-md5

}

In a similar way, we must define a new encrypt with the device. In the schemes defined in 3.2
and 3.3 , we also have to add a flag in the decrypt and encrypt functions that indicates to the
device wich key we will have to use, the user key or the logon session key.
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Also, in 3.2 and 3.3 we will have to add to the KRB_AS REP (and in the case of scheme 3.3, to
the KRB_TGS REP and KRB_AP_REQ handle) a function to make sure that the key was
successfully stored in the devices.

Finally, we will have to modify kinit, the initialization source of Kerberos so that it does no

request the password from the user.

3.4 User authentication

One claim against this schemes could be that if the user loses or someone steal the device, the
system will be compromised. To avoid this pitfall, we can add a change to improve security. In
the device we could store a hash of a simple password or a short number sequence, as in an
ATM card. When the system detect the device, it will request the password, and do the hash
function of it. The hash function will be sent to the device, that will compare with the stored hash
password, and return a correct or incorrect flag to the computer. The workstation will manage the
incorrect flag, to avoid an intruder of just trying al the possible password. This method has all
the problems of the kerberos all-software authentication process, but the intruder has not only to

have the password but also the device to impersonate the user.
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4. Har dwar e implementation of the server

The KDC is usually more secure than the Kerberos clients. We have relied on the server as
secure, otherwise all the authentication system will be compromised. As the KDCs are usually
only a few machines (the main database and its replications, to avoid bottlenecks), we can focus
on enhancing the security of these machines (disabling network services other than Kerberos,
placing the host in a physically secure place), so an intruder will have more difficulty gaining
access to the database.

However, the perfect scheme, as we stated in the introduction, will be an al-hardware Kerberos.
The assumption that a KDC is secure relies in the impossibility of a physical attack. So it is
supposed that the KDC, or using more global terms, the authentication authority is placed in a
completely secure room, isolated from everybody. That scheme is usualy impossible. The
machines are in most cases available to everyone, and the physical security of the database is
usually comparable with the physical security of any workstation. The reasoning behind the
assertion of the physical security of a database is that physical attacks are more difficult to
execute than software attacks. Although this assumption is reasonably right, some theft have
been reported using only physica methods. Considering the importance of the stolen
information, the damage that a theft in a KDC could cause is extremely serious.

At first sight our goal will be to implement a KDC in atamper-resistant hardware. This hardware
should be simple and thoroughly tested. Secure Hardware is know mass produced and is
becoming more widely available, so it can now be more readly integrated with existing computer
infrastructures. In this effort, we need to secure one of the most critical components in current
computer systems: the trusted third party in Kerberos, it is, the KDC. The KDC isacritical point
of attack on a network. The damage caused by a KDC compromise is extremely serious. If the
KDC is compromised, the keys of all members of the networks are in the adversary’s hands. To
recover from KDC compromise, all keys must be revoked and regenerated, affecting every
member. If we are using smartcards to authenticate as we have described in the sections before,

the damage is even more serious, as we have to regenerate every smartcard.
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Therefore, the KDC must have the highest security. The real challenge is to obtain this security
levels with the current computer systems.

4.1 Using a Secure Coprocessor

We can address the problem stated above by bringing a secure coprocessor into the mix. A
secure coprocessor is a “computational device that can be trusted to execute in software
correctly, despite physical attack”. The straightforward way is to implement the whole KDC
inside the secure coprocessor. However, in the current state-of-the art in secure coprocessor, this
is a strong limit for the performance and the scalability. We will describe a protocol to split the
KDC between a host (namely any non-secure computer) and the secure coprocessor. Then we
will give the example of a secure coprocessor and its implementation using this specific

COprocessor.

4.2 Protocol

If we want to have amost the same security level as if we implement the whole KDC in the
security coprocessor, but splitting the KDC between the coprocessor and the untrusted host, we
must follow this design policies

Keys never |eave the coprocessor in clear
Al cryptographic operations are executed in the coprocessor.
To avoid storing the keys in clear, we encrypt them with a certain master key, that is only known

by the secure coprocessor. Whenever the KDC wants to send a ticket encrypt with a certain key,
it send to the coprocessor the part that is going to be encrypted, the key and the user (thislast two
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are encrypted with the master key). Inside the secure coprocessor the user and key are decrypted
and the encryption takes place.

We will take a closer 1ook to the protocol:

) Nonce, pdata
Alice, bob, (Alicekalice) Kmaster
Nonce, pdata (Bob, Kbob)K master
ALICE KDC Secure
Coprocessor
Alice, tkt kt,
(Salice, nonce, bob)Kalice (Salicgnonce,Bob)Kalice

Figure 3: AS REQ in kerberos V5 using a secure coprocessor .

As we see The KDC send the encrypted Key of Alice and Bob with the master key to the
coprocessor, where they are decrypted and Alice' s key is also used to encrypt.

TGT, authenticator,
nonce

TGT, authenticator (Alicekalice) Kmaster
Bob, nonce (Bob, Kbob)Kmaster
ALICE KDC Secure
Coprocessor
!kt, l;lice, tkt
(Salice, nonce, Bob)Kalice (Salice, nonce, bob)Kalice

Figure 4: TGS REQ in kerberos V5 using as ecure coprocessor

The entries encrypted with the master key, e.g {Alice, Kalice} Kmaster, are again decrypted in
the secure coprocessor and used to encrypt.
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4.3 A possible implementation: Using the IBM 4758 secure coprocessor

An example of a secure coprocessor is the IBM 4758. The IBM 4758 was the first device ever to
achieve the highest certification level (4) for cryptographic devices, according to Federal
Information Processing Standards (FIPS); it is (to date) the only device to have achieved level 4
for both hardware and software. Conventional computers are not physically protected, so those
that process confidential data must be kept a controlled environment (something like a guarded
room) to shield them from physical attack; in contrast, the 4758 (which is about the size of a
thick book) has withstood all known physical attacks (except perhaps by the military), so it can
be used to safely store confidential data unguarded in a hostile environment. Furthermore, the
4758 provides a mechanism that alows software to be securely downloaded over insecure
channels (such as the internet). These characteristics make this device especially attractive for e-
commerce applications. As part of the software evaluation, a formal model of the code
responsible for downloading software was written and severa properties concerning the model
were proved.

The implementation of the protocol we described with the 4758 has given the following
performance results, tested with alBM Netfinity PC with Intel 300 Mhz Pentium:

To evaluate AS kinit is tested. Without 4758, the time spent is 0.0611 secs. With the 4758 0.0820
secs. are spent. About the TGS, without 4758, the time spent is 0.0719 secs. With the 4758, the
time spent is 0.0953 secs.

So the integration introduces approximately 33% of overhead in both cases. This is a strong
delay, so we must evaluate if we can afford this drawback to gain security.
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5. Other Hardwar e devicesfor security

5.1 Smart Card Logon

We refer in this section how to do a smart card logon using asymmetric keys, a'so named public
cryptography. Notice that this protocol could not be added to the hardware implementation we
described, asit is a completely different approach.
In standard Kerberos logons, usersinitialy prove to the KDC that they are who they say they are
by showing that they know a secret known only by the user and the KDC. This shared secret isa
cryptographic key derived from the user’ s password. It is used only during the AS Exchange:

When the client encrypts preauthentication data.

When the KDC decrypts preauthentication data.

When the KDC encrypts the logon session key.

When the client decrypts the logon session key.

The same key is used for both encryption and decryption. For this reason, shared secret keys are
said to be symmetric.

To support smart card logons, it is implemented a public key extension to the Kerberos
protocol’s initidl AS Exchange. In contrast to how shared secret keys work, public key
cryptography is asymmetric. Two different keys are needed, one to encrypt, the other to decrypt.
Together, the keys needed to perform both operations make up a private/public key pair. The
private key is known only to the owner of the pair and is never shared. The public key can be
made available to anyone with whom the owner wishes to exchange confidential information.
When a smart card is used in place of a password, a private/public key pair stored on the user’s
smart card is substituted for the shared secret key derived from the user’s password. In the public
key extension to the Kerberos protocol, the initial AS Exchange is modified so that the KDC
encrypts the user’s logon session key with the public half of the user’'s key pair. The client
decrypts the logon session key with the private half of the pair.
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We will know describe how the logon process with smartcards is implemented in Windows
2000.

The logon process begins when the user inserts a smart card into a card reader attached to the
computer. When computers with Windows 2000 are configured for smart card logon, a card
insertion event signals the SAS, just as the key combination CTRL+ALT+DEL does on
computers configured for password logon. In response, Winlogon dispatches to MSGINA, which
displays a Logon Information Diaog. In this case, the user types just one item of information, a
Personal Identification Number (PIN).

MSGINA sends the user’ s logon information to the LSA by calling LsalogonUser, just as it does
with a password logon. The LSA uses the PIN to access the smart card, which stores the user’s
private key and an X.509 v3 certificate containing the public half of the key pair. All
cryptographic operations that use these keys take place on the smart card.

The Kerberos SSP on the client computer sends the user’s public key certificate to the KDC as
preauthentication data in its initial authentication request, KRB_AS REQ. The KDC validates
the certificate, extracts the public key, and uses it to encrypt a logon session key. It returns the
encrypted logon session key, along with a TGT, in its reply to the client, KRB_AS REP. If the
client is in possession of the private haf of the key pair, it will be able to use the private key to
decrypt the logon session key. Both the client and the KDC then use the logon session key in all
further communications with one another. No other deviation from the standard protocol is

necessary.
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6. Conclusions and remarks

In this paper we have examined different implementations that will achieve a hardwarization of
the protocol, and how we could use this changes without changing the whole Kerberos protocol,
and how these changes will help to improve the security of the Kerberos protocol. In afirst step
of implementation we suggest using the implementation described in point 3.2, that is, storing
the user key and the logon session key, which will improve the security without using much
hardware. Anyway, we remark that the perfect implementation will be an all-hardware design,
with a part of the computer dedicated only to security purposes.
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A. Simulation of storing the user key and thelogin session key in a
removable device

A-1 Source code

#define MAXLINELENGTH 1000

#define kuserl 0x01020304 [First user key/
#define kuser2 0x05060708 /Second user key/
#define pattern OxA10A0408 /The pattern we must search/

#include <stdio.h>
#include <string.h>
void encrypta(int key, int encrypt);
int checkpat();
int packetfMAXLINELENGTH];
int pattern1[4];
int kuser[8];
int ksession|[8];
int kaplic[10][8];
int aplic[10];
int number;
int seskeyst;
int total;
int length;

int main(argc, argv)

int argc;

char **argv;
L
inti;
char a;
int numpacs=1,
int key;
int encrypt;
int numwords=0;
int finalline=1,;
char line[MAXLINELENGTH];
FILE *filePtr;
FILE *out;
seskeyst=0;
if (argc '=3) {

printf("\nerror: usage: %s <imput-packets>\n", argv[0]);
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exit(1);
}
filePtr = fopen(argv[1], "r");
out = fopen(argv[2], "W");
if (filePtr == NULL) {
printf("\nerror: can't open file %s\n", argv[1]);
perror("\nfopen");
exit(1);
}

for(i=0;i<4:i++)

kuser[i]=(kuser1>>8*(3-i)) &0xff;
patternl[i]=(pattern>>8*(3-i))&O0xff;

lior(i:4;i<8;i++)

{ kuser[i]=(kuser2>>8*(7-i)) &0xff;

}printf("\nBeggining kerberos session\n");

while (finalline==1) /beginning of the kerberos session/
lginallinezo;

fscanf(filePtr,"%c",&a);
fgets(line,25,filePtr);
printf("\n\n");
printf("%s",line);
fscanf(filePtr, "%x",&length);
while ( finalline==0){
if (fscanf(filePtr, "%x", &packet[numwords]) !=1)
{
printf("\nfinal of session");
exit(1);
}
if (length==numwords+1)
{
fscanf(filePtr,"%d", &key);
fscanf(filePtr,"%d", &encrypt);
fscanf(filePtr,"%d",&number);
finalline=1;
total=numwords+1,
numwords=-1,;

}

numwords++;
}
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encrypta(key,encrypt); lencrypting/

if(checkpat())
seskeyst=1,;
fprintf(out,"\nreturned packet ");
for (i=0;i<total;i++)
fprintf(out,"%02x ",packet[i]);
fprintf(out,"\n");

fclose(filePtr);
fclose(out);

}

void encrypta(int key, int encrypt){ /the encrypting subroutine/

int i=0;
if (key==0){

while(i<total){
packet[i]=packet[i]*kuser[i%7];
i++;
}
if(encrypt)
printf("\npacket encrypted with user key");
else
printf("\npacket decrypted with user key");
}
if (key==1) {
if (seskeyst==1){
while(i<total){
packet[i]=packet[i]*ksession[i%7];
i++;
}
if(encrypt)
printf("\npacket encrypted with session key");
else
printf("\npacket decrypted with session key");

}

else
printf("\nwe do not have stored the session key");
}
if (key>1){
if (aplic[key-2]) {
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while(i<total){

packet[i]=packet[i]*kaplic[key-2][1%7];

i++;
if(encrypt)
printf("\npacket encrypted with application key %d",key);
else
printf("\npacket decrypted with application key %d",key);
}
else
printf("\nwe do not have aplication key %d" key);
}
} _ _
int checkpat(){ /the pattern checking subroutine/
int i=0;
intj;
int ticks=0;
while(ticks<total){
ticks++;

if (packet[i]==pattern1[0])
if (packet[i+1]==pattern1[1])
if (packet[i+2]==pattern1[2])
if (packet[i+3]==pattern1[3])

{

if (number==1)

{
for (j=4;j<12;j++){
ksession[j-4]=packet[i+j];
packet[i+j]=0xOf;
}
printf("\nSession key stored");

}

if (number>1)

{
for (j=4;j<12;j++){
kapliclnumber-2][j-4]=packet[i+j];
aplic[number-2]=1;
packet[i+j]=0xOf;
printf("\napplication key %d stored",number);

}

return 1;
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}

i++;

A-2 A kerberos session simulation

Parameters
KRB_AS REQ authenticator

[Krb5 Autenticator]

. [Sequence/Sequence Of]

. . [authenticator-vno] [Integer] 5

. . [cream] [Generd string] "ATHENA.MIT.EDU"
. . [cname] [ Sequence/Sequence Of]

. . . [name-type] [Integer] 1

. . . [name-string] [ Sequence/Sequence Of]

. . . . [Generd string] "hftsai"

. . . . [Generd string] "extra"

.. [cksum] [ Sequence/Sequence Of]

. . . [cksumtype] [Integer] 1

. . . [checksum] [Octet String] "1234"

. . [cusec] [Integer] 123456

. . [ctime] [Generalized Time] "19940610060317Z"
. . [subkey] [Sequence/Sequence Of]

.. . [keytype] [Integer] 1

. . . [keyvaluge] [Octet String] "12345678"

. . [seg-number] [Integer] 17

. . [authorization-data) [ Sequence/Sequence Of]
. . . [Sequence/Sequence Of]

. . . . [ad-type] [Integer] 1

. . . . [ad-data] [Octet String] "foobar"

. . . [Sequence/Sequence Of]

. . . . [ad-type] [Integer] 1

. . . . [ad-data] [Octet String] "foobar"

TGT KRB_AS REQ

[Krb5 Ticket]
. [Sequence/Sequence Of]
. . [tkt-vno] [Integer] 5
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. . [realm] [General string] "ATHENA.MIT.EDU"
.. [sname] [ Sequence/Sequence Of]
. . . [name-type] [Integer] 1
. . . [name-string] [ Sequence/Sequence Of]
. . . [General string] "hftsai"
. . . . [Generd string] "extra"
. . [tkt-enc-part] [Sequence/Sequence Of]
. . . [etype] [Integer] O
.. . [kvno] [Integer] 5
. . [cipher] [Octet String] "krbASN.1 test message"

encode_krb5 keyblock:

[ Sequence/ Sequence Of]

. [keytype] [Integer] 1
. [keyvalue] [Octet String] "3132333435363738"

KRB_TGT_REQ

[Krb5 TGS-REQ packet]
. [Sequence/Sequence Of]
.. [pvno] [Integer] 5
.. [msg-type] [Integer] 12
. . [padata] [ Sequence/Sequence Of]
. . . [Sequence/Sequence Of]
. . . . [padata-type] [Integer] 13
. . . . [pa-data] [Octet String] "pa-data’
. . . [Sequence/Sequence Of]
. . . . [padata-type] [Integer] 13
. . . . [pa-data] [Octet String] "pa-data’
. . [reg-body] [Sequence/Sequence Of]
. . . [kdc-optiong] [Bit String] Oxfedcba90
. . . [cname] [ Sequence/Sequence Of]
. . . [name-type] [Integer] 1
. . . . [name-string] [Sequence/Sequence Of]
..... [Genera string] "hftsai”
..... [General string] "extra"
. . [realm] [General string] "ATHENA.MIT.EDU"
. . [sname] [Sequence/Sequence Of]
. . . [name-type] [Integer] 1
. . . . [name-string] [Sequence/Sequence Of]
..... [Genera string] "hftsai”
..... [General string] "extra"
. [from] [Generalized Time] "19940610060317Z"
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. . [till] [Generalized Time] "19940610060317Z"
. . [rtime] [Generalized Time] "19940610060317Z"
. . [nonce] [Integer] 42
. . [etype] [ Sequence/Sequence Of]
. . . [Integer] O
. . . [Integer] 1
. . [addresses] [ Sequence/Sequence Of]
. . . . [Sequence/Sequence Of]
..... [addr-type] [Integer] 2
..... [address] [Octet String] 12 dO 00 23
. . . . [Sequence/Sequence Of]
..... [addr-type] [Integer] 2
..... [address] [Octet String] 12 dO 00 23
. . [enc-authorization-data] [ Sequence/Sequence Of]
. . . [etype] [Integer] O
. . . [kvno] [Integer] 5
. . . [cipher] [Octet String] "krbASN.1 test message”
. . . [additional-tickets] [ Sequence/Sequence Of]
.« . . [Krb5 Ticket]
..... [ Sequence/Sequence Of]
...... [tkt-vno] [Integer] 5
...... [realm] [Genera string] "ATHENA.MIT.EDU"
...... [sname] [ Sequence/Sequence Of]
....... [name-type] [Integer] 1
....... [name-string] [ Sequence/Sequence Of]
........ [Genera string] "hftsai”
........ [General string] "extra"
...... [tkt-enc-part] [ Sequence/Sequence Of]
....... [etype] [Integer] O
....... [kvno] [Integer] 5
....... [cipher] [Octet String] "krbASN.1 test message”
.« . . [Krb5 Ticket]
..... [ Sequence/ Sequence Of]
...... [tkt-vno] [Integer] 5
...... [realm] [Generad string] "ATHENA.MIT.EDU"
...... [sname] [ Sequence/Sequence Of]
....... [name-type] [Integer] 1
....... [name-string] [ Sequence/Sequence Of]
........ [Genera string] "hftsai”
........ [General string] "extra"
...... [tkt-enc-part] [ Sequence/Sequence Of]
....... [etype] [Integer] O
....... [kvno] [Integer] 5
....... [cipher] [Octet String] "krbASN.1 test message”
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KRB _TGT_REP

[Krb5 TGS-REP packet]

. [Sequence/Sequence Of]

.. [pvno] [Integer] 5

.. [msg-type] [Integer] 13

. . [padata] [ Sequence/Sequence Of]

. . . [Sequence/Sequence Of]

. . . . [padata-type] [Integer] 13

. . . . [pa-data] [Octet String] "pa-data’

. . . [Sequence/Sequence Of]

. . . . [padata-type] [Integer] 13

. . . . [pa-data] [Octet String] "pa-data’

. . [credm] [Generd string] "ATHENA.MIT.EDU"
. . [cname] [ Sequence/Sequence Of]

. . . [name-type] [Integer] 1

. . . [name-string] [ Sequence/Sequence Of]

. . . . [Generd string] "hftsai"

. . . . [Generd string] "extra"

. . [ticket] [Krb5 Ticket]

. . . [Sequence/Sequence Of]

.« . . [tkt-vno] [Integer] 5

.« . . [ream] [General string] "ATHENA.MIT.EDU"
. . . . [sname] [ Sequence/Sequence Of]

..... [name-type] [Integer] 1

..... [name-string] [ Sequence/Sequence Of]
...... [General string] "hftsal™

...... [General string] "extra"

. . . . [tkt-enc-part] [Sequence/Sequence Of]
..... [etype] [Integer] O

..... [kvno] [Integer] 5

..... [cipher] [Octet String] "krbASN.1 test message”
. . [enc-part] [ Sequence/Sequence Of]

. . . [etype] [Integer] O

.. . [kvno] [Integer] 5

. . . [cipher] [Octet String] "krbASN.1 test message”

KRB_AP REQ TICKET

[Krb5 Ticket]
. [Sequence/Sequence Of]
. . [tkt-vno] [Integer] 5
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. . [realm] [General string] "ATHENA.MIT.EDU"
.. [sname] [ Sequence/Sequence Of]
. . . [name-type] [Integer] 1
. . . [name-string] [ Sequence/Sequence Of]
. . . [General string] "hftsai"
. . . . [Generd string] "extra"
. [tkt-enc-part] [ Sequence/Sequence Of]

... [etype] [Integer] O
.. . [kvno] [Integer] 5
. . [cipher] [Octet String] "krbASN.1 test message”

encode_krb5 keyblock:

[ Sequence/ Sequence Of]

. [keytype] [Integer] 1
. [keyvalue] [Octet String] "433242342323"

Encoding of the session (Input)

KRB_AS REQ sent

a4 62 81 a1 30 81 9e a0 03 02 01 05 al 10 1b Oe 41 54 48 45 4e 41 2e 4d 49 54 2e 45 44 55 a2
1a30 1820 03 02 01 01 a1 11 30 Of 1b 06 68 66 74 73 61 69 1b 05 65 78 74 72 61 a3 Of 30 Od
a0 03 02 01 01 al 06 04 04 31 32 33 34 a4 05 02 03 01 €2 40 a5 11 18 Of 31 39 39 34 30 36 31
30 30 36 30 33 31 37 5236 13 30 11 a0 03 02 01 01 al 0a 04 08 31 32 33 34 35 36 37 38 a7 03
02 01 11 a8 24 30 22 30 Of a0 03 02 01 01 al 08 04 06 66 6f 6f 62 61 72 30 Of a0 03 02 01 01 al
08 04 06 66 6f 6f 62 61 72 00 01 00

TGT KRB_AS REQ sent

71 60 5e 33 5e a5 05 05 00 07 a2 14 1e 08 46 55 4a 46 4a 44 28 4248 56 2d 41 41 53 a5 1b 32
1b a4 06 04 06 00 a3 12 34 Oa 1d 01 69 64 77 77 64 6f 1c 04 67 7b 70 77 67 ad 24 32 20 a4 06
04 06 00 a3 00 06 04 03 a5 16 06 16 6f 77 64 46 52 4c 2d 35 25 72 62 72 76 23 69 60 75 74 60
65 66 34 14 a6 04 03 03 02 a5 Of 02 Of 30 30 30 30 30 30 30 39 00 00 01

KRB_TGT_REQ sent

16 30 13 a0 11 18 Of 31 39 39 34 30 36 31 30 30 36 30 33 31 37 5205 01 01 00
KRB_TGT_REP sent

ed 5¢ b3 d9 04 b4 d1 97 32 30 32 31 94 35 35 30 3f 91 12 05 12 07 21 93 30 36 34 3b 95 38 36

34 4454 1b 53 50 46 52 04 25 97 34 33 33 3e 96 3¢ 32 30 41 53 1 50 54 42 56 92 22 28 33 74
52
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62 7f 74 7c 72 13 78 7f 63 1f 77 77 61 91 2¢ 07 29 92 30 36 34 37 96 20 02 3c 2f 33 56 51 45 41
52 5d 2 33 52 49 46 41 55 90 68 56 6d 02 69 94 36 34 36 34 93 23 2f 3b 77 63 79 77 7d 75 1b
7b 7€ 65 1c 76 70 60 94 2d 01 23 93 37 37 37 36 90 23 03 3b 2e 30 5f 57 46 40 55 5¢ 2d 32 54
43 47 4654 95 12 01 11 93 37 37 37 36 90 31 31 35 30 94 20 35 27 58 46 57 77 64 7f 1c 02 14
4153 44 45 12 5e 51 46 45 56 56 57 95 11 05 15 97 32 30 32 35 94 35 35 30 37 91 23 31 23 5¢
4350 72 67 7b 18 06 11 46 56 47 41 16 53 54 41 40 55 52 53 01 00 00

TICKET KRB_AP_REQ sent

71 60 5e 33 5e a5 05 05 00 07 a2 14 1e 08 46 55 43 46 43 44 28 43 48 56 2d 41 41 53 a5 1b 32
1b a4 06 04 06 00 a3 12 34 Oa 1d 01 69 64 77 77 64 6f 1c 04 67 7b 70 77 67 ad 24 32 20 a4 06
04 06 00 a3 00 06 04 03 a5 16 06 16 6f 77 64 46 52 4c 2d 35 25 72 62 72 76 23 69 60 75 74 60
65 66 34 14 a6 04 03 03 02 a5 Of 02 Of 32 21 37 52 26 17 25 22 00 00 02

KRB_SAFE sent

5c 46 10 04 67 83 12 20 32 26 95 55 21 10 37 90 06 04 75 83 12 20 32 22 95 55 21 10 27 91 34
30 43 48 63 40 72 70 73 78 12 31 56 56 50 40 76 4e 74 51 40 42 53 33 5f Oe 12 26 83 32 52 2b
7350 51 16 50 37 57 70 86 3c 13 39 f6 20 13 23 31 82 32 52 27 03 f2 32 00 8e fd 99 ba 98 98
02 00 00

KRB_SAFE sent

5c 753330 31 A0 0302 01 05 A1 03 02 01 15 A3 25 30 23 A0 03 02 01 01 A1 03 02 01 05 A2
17 04 15 6B 72 62 41 53 4E 2E 31 20 74 65 73 74 20 6D 65 73 73 61 67 65 7C 1F 30 1D A0 0A
04 08 6B 72 62 35 64 61 74 61 A4 OF 30 0D A0 03 02 01 02 A1 06 04 04 12 DO 01 23 ba ab ba
ab ba ab 02 01 00

KRB_SAFE sent

5c 46 10 04 67 84 12 20 32 26 95 55 21 10 37 90 06 04 75 83 12 20 32 22 95 55 21 10 27 91 34
30 43 48 63 40 72 70 73 78 12 31 56 56 50 40 76 4e 74 51 40 42 53 33 5f Oe 12 26 83 32 52 2b
7350 51 16 50 37 57 70 86 3¢ 13 39 f6 20 13 23 31 82 32 52 27 03 f2 32 00 8e fd 99 ba 98 98
02 00 00

KRB_SAFE sent

5c 753330 31 A0 0302 01 05 A1 03 02 01 15 A3 25 30 23 A0 03 02 01 01 A1 03 02 01 05 A2
17 04 15 6B 72 62 41 53 4E 2E 31 20 74 65 73 74 20 6D 65 73 73 61 67 65 7C 1F 30 1D A0 0A

53



Hardware | mplementation of an authentication protocol using Kerberos

0408 6B 72 62 3564 61 74 61 A4 OF 30 0D A0 03 0201 02 A1 06 04 04 12 D0 01 23 baab ba
abba23 020100

KRB_SAFE sent

5c 4610046583 1220322695552110379006 04 758312203222955521 102791 34
304348634072 70737812 3156 56 50 40 76 4e 74 51 40 42 53 33 5f 0e 12 2 83 3e 52 2b
7350511650 37 57 70 86 3¢ 13 39 f6 20 13 23 31 82 32 52 27 03 f2 32 00 8e fd 99 ba 98 98
02 00 00

KRB_SAFE sent

5f 75333031 A204020105A103020115A3253023 A003020101 A103020105A2
1704 156B 7262 41 53 4E 2E 31 20 74 65 73 74 20 6D 65 73 73 61 67 65 7C 1F 30 1D A0 OA
0408 6B 72 62 3564 61 74 61 A4 OF 30 0D A0 03 0201 02 A1 06 04 04 12 D0 01 23 baab ba
ab baab caac ca02 01 00

TICKET KRB_AP_REQ sent

71605e335ea5 05050007 a2 14 1e 08 46 55 43 46 43 44 28 43 48 56 2d 41 41 53 &5 1b 32
1ba4 060406 00a312340a1d 016964 77 77 64 6f 1c 04 67 7b 70 77 67 a4 24 32 20 a4 06
04 06 00 a3 00 06 04 03 a5 16 06 16 6f 77 64 46 52 4c 2d 35 25 72 62 72 76 23 69 60 75 74 60
65 66 34 14 a6 04 03 03 02 a5 Of 02 Of 32 21 37 52 26 17 25 22 00 00 04

KRB_SAFE sent

5c 4610046583 1220322695552110379006 04 7583 12203222955521 102791 34
304348634072 70737812 3156 56 50 40 76 4e 74 51 40 42 53 33 5f 0e 12 2 83 3e 52 2b
7350511650 37 57 70 86 3c 13 39 f6 20 13 23 31 82 32 52 27 03 f2 32 00 8e fd 99 ba 98 98
02 00 00

KRB_SAFE sent

5f 75333031 A204020105A103020115A3253023 A0030201 01 A103020105A2
1704 156B 7262 41 53 4E 2E 31 20 74 65 73 74 20 6D 65 73 73 61 67 65 7C 1F 30 1D A0 OA
0408 6B 72 62 3564 61 74 61 A4 OF 30 0D A0 03 0201 02 A1 06 04 04 12 D0 01 23 baab ba
ab baab caac ca02 01 00

KRB_SAFE sent



Hardware | mplementation of an authentication protocol using Kerberos

5c 4610046583 1220322695552110379006 04 758312203222955521 102791 34
304348634072 70737812 3156 56 50 40 76 4e 74 51 40 42 53 33 5f 0e 12 2 83 3e 52 2b
7350511650 37 57 70 86 3¢ 13 39 f6 20 13 23 31 82 32 52 27 03 f2 32 00 8e fd 99 ba 98 98
02 00 00

KRB_SAFE sent

5f 75333031 A204020105A103020115A3253023 A003020101 A103020105A2
1704 156B 7262 41 53 4E 2E 31 20 74 65 73 74 20 6D 65 73 73 61 67 65 7C 1F 30 1D A0 OA
0408 6B 72 62 3564 61 74 61 A4 OF 30 0D A0 03 0201 02 A1 06 04 04 12 D0 01 23 23 ab 43
abbaab 433c 43040100

KRB_SAFE sent

5f 75333031 A204020105A103020115A3253023 A003020101 A103020105A2
1704 156B 7262 41 53 4E 2E 31 20 74 65 73 74 20 6D 65 73 73 61 67 65 7C 1F 30 1D A0 OA
0408 6B 72 62 3564 61 74 61 A4 OF 30 0D A0 03 0201 02 A1 06 04 04 12 D0 01 23 baab ba
ab baab caac ca02 01 00

TICKET KRB_AP_REQ sent

71605e335ea5 05050007 a2 14 1e 08 46 55 43 46 43 44 28 43 48 56 2d 41 41 53 &5 1b 32
1ba4 060406 00a312340a1d 016964 77 77 64 6f 1c 04 67 7b 70 77 67 a4 24 32 20 a4 06
04 06 00 a3 00 06 04 03 a5 16 06 16 6f 77 64 46 52 4c 2d 35 25 72 62 72 76 23 69 60 75 74 60
65 66 34 14 a6 04 03 03 02 a5 Of 02 Of 32 21 45 54 aa aa 25 22 00 00 07

KRB_SAFE sent

5c 4610046583 1220322695552110379006 04 758312203222955521 102791 34
304348634072 70737812 3156 56 50 40 76 4e 74 51 40 42 53 33 5f 0e 12 2 83 3e 52 2b
7350511650 37 57 70 86 3c 13 39 f6 20 13 23 31 82 32 52 27 03 f2 32 00 8e fd 99 ba 98 98
02 00 00

KRB_SAFE sent

5f 75333031 A204020105A103020115A3253023 A003020101 A103020105A2
1704 156B 726241 53 4E 2E 31 20 74 65 73 74 20 6D 65 73 73 61 67 65 7C 1F 30 1D A0 OA
0408 6B 72 62 3564 61 74 61 A4 OF 30 0D A0 03 0201 02 A1 06 04 04 12 D0 01 23 baab ba
ab baab caac ca02 01 00

55



Hardware | mplementation of an authentication protocol using Kerberos

TICKET KRB_AP_REQ sent

71605e335ea5 05050007 a2 14 1e 08 46 55 43 46 43 44 28 43 48 56 2d 41 41 53 &5 1b 32
1ba406040600a312340a1d 016964 77 77 64 6f 1c 04 67 7b 70 77 67 a4 24 32 20 a4 06
04 06 00 a3 00 06 04 03 a5 16 06 16 6f 77 64 46 52 4c 2d 35 25 72 62 72 76 23 69 60 75 74 60
65 66 34 14 a6 04 03 03 02 a5 0f 02 Of 32 5543 52 73 17 25 22 00 00 03

KRB_SAFE sent

5c 4610046583 1220322695552110379006 04 7583 12203222955521 102791 34
304348634072 70737812 3156 56 50 40 76 4e 74 51 40 42 53 33 5f 0e 12 2 83 3e 52 2b
7350511650 37 57 70 86 3¢ 13 39 f6 20 13 23 31 82 32 52 27 03 f2 32 00 8e fd 99 ba 98 98
02 00 00

KRB_SAFE sent

5f 75333031 A204020105A103020115A3253023 A0030201 01 A103020105A2
1704 156B 7262 41 53 4E 2E 31 20 74 65 73 74 20 6D 65 73 73 61 67 65 7C 1F 30 1D A0 OA
0408 6B 72 62 3564 61 74 61 A4 OF 30 0D A0 03 0201 02 A1 06 04 04 12 D0 01 23 baab ba
ab baab caac ca02 01 00

TICKET KRB_AP_REQ sent

71605e335ea5 05050007 a2 14 1e 08 46 55 43 46 43 44 28 43 48 56 2d 41 41 53 a5 1b 32
1ba4 060406 00a312340a1d 016964 77 77 64 6f 1c 04 67 7b 70 77 67 a4 24 32 20 a4 06
04 06 00 a3 00 06 04 03 a5 16 06 16 6f 77 64 46 52 4c 2d 35 25 72 62 72 76 23 69 60 75 74 60
65 66 34 14 a6 04 03 03 02 a5 Of 02 Of 32 21 77 54 al cd 25 22 00 00 08

KRB_SAFE sent

5c 4610046583 1220322695552110379006 04 7583 12203222955521 102791 34
304348634072 70737812 3156 56 50 40 76 4e 74 51 40 42 53 33 5f 0e 12 2 83 3e 52 2b
7350511650 37 57 70 86 3c 13 39 f6 20 13 23 31 82 32 52 27 03 f2 32 00 8e fd 99 ba 98 98
02 00 00

LAST MESSAGE

Encoding of the output

returned packet

56



Hardware | mplementation of an authentication protocol using Kerberos

63 83 a2 34 84 98 a7 02 00 02 01 a4 16 1c Of 43 57 4c 40 48 46 2f 4f 4250 2b 434354 a0 19 34
1d a6 04 03 03 02 &5 14 36 08 1a 04 6b 62 71 75 66 68 19 06 61 7d 72 75 60 al Oc 34 08 a6 04
0303028503020330303030a1 03050203 ¢el44a0 17 1f 0e 33 3a3d 313631303233
323535363658 a5 173517 a7 02000205 a4 0c 0309 333137313331 363aa4 070707
16 a9 26 33 26 35 09 a7 02 00 02 05 a4 Oe 03 07 64 6¢ 6b 67 67 75 31 0d &3 07 07 07 06 a0 Oa
07 02 63 69 68 63 63 71

returned packet

61 5¢c 30 5aa0 0302 01 05 al 10 1b 0e 41 54 48 45 4e 41 2e 4d 49 54 2e 45 44 55 a2 1a 30 18
a0 03020101 a1 11 30 Of 1b 06 68 66 74 73 61 69 1b 05 65 78 74 72 61 a3 25 30 23 a0 03 02
0101 a1 030201 05a217 04 156b 7262 41 53 4e 2e 31 20 74 65 73 74 20 6d 65 73 73 61 67
65 30 11 a0 03 02 01 01 al 0a 04 08 Of Of Of Of Of Of Of Of

returned packet
012193 25 2d 39 06 08 Ob 07 04 03 07 07 01 04 03 07 04 01 6d 34

returned packet

6d 81 ea 30 81 €7 a0 03 02 01 05 a1 03 02 01 Od a2 26 30 24 30 10 al 03 02 01 Od a2 09 04 07
70612d 64 617461 30104a1 030201 0d a2 09 04 07 70 61 2d 64 61 74 61 a3 10 1b 0e 41 54
48454e412e4d 4954 2454455 a4 1a30 18 a0 0302 01 01 al 11 30 Of 1b 06 68 66 74 73
61 69 1b 05 65 78 74 72 61 a5 5e 61 5¢ 30 5a a0 03 02 01 05 al 10 1b 0e 41 54 48 45 4e 41 2e
4d 49 54 2e 45 44 55 a2 1a 30 18 a0 03 02 01 01 a1 11 30 Of 1b 06 68 66 74 73 61 69 1b 05 65
78747261a3253023a003020101al03020105a217 04 156b 72624153 4e 2e 31 20
74657374206d 6573736167 65a6253023a003020101al03020105a217 04 156b
72624153 4e2e31 207465737420 6d65 7373616765

returned packet
61 5¢c 305aa0 03 0201 05 al 10 1b 0e 41 54 48 45 4e 41 2e 4d 49 54 2e 45 44 55 a2 1a 30 18
a0 03020101 al 11 300f 1b 06 68 66 74 73 61 69 1b 05 65 78 74 72 61 a3 25 30 23 a0 03 02

57



Hardware | mplementation of an authentication protocol using Kerberos

0101a103020105a217 0415 6b 7262 41 53 4e 2e 31 20 74 65 73 74 20 6d 65 73 73 61 67
65 30 11 a0 03 02 01 01 al Oa 04 08 Of Of Of Of Of Of Of Of

returned packet
75333031a003020105a1 030201 15a3253023a003020101a103020105a21704
156b 72 62 41 53 4e 2 31 20 74 65 73 74 20 6d 65 73 73 61 67 65 7c 1f 30 1d a0 0a 04 08 6b
72623564 61 74 61 a4 Of 30 0d a0 03 02 01 02 al 06 04 04 12 d0 01 23 ba ab ba ab ba ab

returned packet

4610046783 12203226955521 10379006 04 75 83 12 20 32 22 9555 21 10 27 91 34 30
434863407270 7a78 12 31 56 56 50 40 76 4e 74 51 40 42 53 33 5f Oe 12 2e 83 3e52 2b 7a
5051 16 50 37 57 70 86 3c 13 39 f6 20 13 23 31 82 32 52 27 03 f2 32 00 8e fd 99 ba 98 98

returned packet
75333031a703020105a1 030201 15a3253023a003020101a103020105a21704
156b 72 62 41 53 4e 2 31 20 74 65 73 74 20 6d 65 73 73 61 67 65 7c 1f 30 1d a0 0a 04 08 6b
72623564 61 74 61 a4 Of 30 0d a0 03 02 01 02 al 06 04 04 12 d0 01 23 ba ab ba ab ba ab

returned packet

4610046783 12203226955521 10379006 04 7583 12 20 32 22 9555 21 10 27 91 34 30
434863407270 7a78 12 31 56 56 50 40 76 4e 74 51 40 42 53 33 5f Oe 12 2e 83 3e 52 2b 7a
5051 16 50 37 57 70 86 3c 13 39 f6 20 13 23 31 82 32 52 27 03 f2 32 00 8e fd 99 ba 98 10

returned packet
75333033a003020105a1 030201 15a3253023a003020101a103020105a21704
156b 72 62 41 53 4e 2 31 20 74 65 73 74 20 6d 65 73 73 61 67 65 7c 1f 30 1d a0 0a 04 08 6b
72623564 61 74 61 a4 Of 30 0d a0 03 02 01 02 al 06 04 04 12 d0 01 23 ba ab ba ab ba ab

returned packet

58



Hardware | mplementation of an authentication protocol using Kerberos

461004 678115203226 955521 10379006 04 75 83 1220 3222 9555 21 10 27 91 34 30
434863407270 7a78 12 31 56 56 50 40 76 4e 74 51 40 42 53 33 5f Oe 12 2e 83 3e 52 2b 7a
505116 50 37 57 70 86 3c 13 39 f6 20 13 23 31 82 32 52 27 03 f2 32 00 8e fd 99 ba 98 98 €9
98 9c

returned packet

61 5¢c 30 5aa0 0302 01 05 al 10 1b Oe 41 54 48 45 4e 41 2e 4d 49 54 2e 45 44 55 a2 1a 30 18
a0 030201 01 a1 11 30 Of 1b 06 68 66 74 73 61 69 1b 05 65 78 74 72 61 a3 25 30 23 a0 03 02
0101 a1 030201 05a217 04 156b 7262 41 53 4e 2e 31 20 74 65 73 74 20 6d 65 73 73 61 67
65 30 11 a0 03 02 01 01 al 0a 04 08 Of Of Of Of Of Of Of Of

returned packet
75333033a003020105a1 030201 15a3253023a003020101a103020105a21704
156b 72 62 41 53 4e 2 31 20 74 65 73 74 20 6d 65 73 73 61 67 65 7c 1f 30 1d a0 0a 04 08 6b
72623564 61 74 61 a4 Of 30 0d a0 03 02 01 02 al 06 04 04 12 d0 01 23 ba ab ba ab ba ab

returned packet

4610046781 15203226955521 10379006 04 7583 12 20 32 22 9555 21 10 27 91 34 30
434863407270 7a78 12 31 56 56 50 40 76 4e 74 51 40 42 53 33 5f Oe 12 2e 83 3e 52 2b 7a
5051 16 50 37 57 70 86 3c 13 39 f6 20 13 23 31 82 32 52 27 03 f2 32 00 8e fd 99 ba 98 98 €9
98 9c

returned packet
75333033a003020105a103020115a3253023a003020101a103020105a2 1704
156b 72 62 41 53 4e2e 31 20 74 65 73 74 20 6d 65 73 73 61 67 65 7c 1f 30 1d a0 0a 04 08 6b

7262 3564 61 74 61 a4 Of 30 0d a0 03 02 01 02 a1 06 04 04 12 dO 01 23 ba ab ba ab ba ab

returned packet

59



Hardware | mplementation of an authentication protocol using Kerberos

4610046781152032269555211037900604 7583122032229555211027913430
434863407270 7a78 12 31 56 56 50 40 76 4e 74 51 40 42 53 33 5f 0e 12 283 3e 52 2b 7a
505116503757 7086 3¢ 13391620 132331 82 3252 27 03 f2 32 00 1e fd 69 ba 98 98 69
08 1c

returned packet

4610046781 15203226955521 10379006 04 75 83 12 20 32 22 9555 21 10 27 91 34 30
434863407270 7a78 12 31 56 56 50 40 76 4e 74 51 40 42 53 33 5f Oe 12 2e 83 3e52 2b 7a
5051 16 50 37 57 70 86 3c 13 39 f6 20 13 23 31 82 32 52 27 03 f2 32 00 8e fd 99 ba 98 98 €9
98 9c

returned packet

61 5¢c 30 5aa0 0302 01 05 al 10 1b 0e 41 54 48 45 4e 41 2e 4d 49 54 2e 45 44 55 a2 1a 30 18
a0 030201 01 a1 11 30 Of 1b 06 68 66 74 73 61 69 1b 05 65 78 74 72 61 a3 25 30 23 a0 03 02
0101 a1 030201 05a217 04 156b 7262 41 53 4e 2e 31 20 74 65 73 74 20 6d 65 73 73 61 67
65 30 11 a0 03 02 01 01 al 0a 04 08 Of Of Of Of Of Of Of Of

returned packet
75333033a003020105a1 030201 15a3253023a003020101a103020105a21704
156b 72 62 41 53 4e 2 31 20 74 65 73 74 20 6d 65 73 73 61 67 65 7c 1f 30 1d a0 0a 04 08 6b
72623564 61 74 61 a4 Of 30 0d a0 03 02 01 02 al 06 04 04 12 d0 01 23 ba ab ba ab ba ab

returned packet

4610046781 15203226955521 10379006 04 75 83 12 20 32 22 9555 21 10 27 91 34 30
434863407270 7a78 12 31 56 56 50 40 76 4e 74 51 40 42 53 33 5f Oe 12 2e 83 3e 52 2b 7a
5051 16 50 37 57 70 86 3c 13 39 f6 20 13 23 31 82 32 52 27 03 f2 32 00 8e fd 99 ba 98 98 €9
98 9c

returned packet

60



Hardware | mplementation of an authentication protocol using Kerberos

61 5¢ 30 5aa0 03 02 01 05 al 10 1b Oe 41 54 48 45 4e 41 2e 4d 49 54 2e 45 44 55 a2 1a 30 18
a0 03020101 al 1130 0f 1b 06 68 66 74 73 61 69 1b 05 65 78 74 72 61 a3 25 30 23 a0 03 02
0101a103020105a217 0415 6b 7262 41 53 4e2e 31 20 74 65 73 74 20 6d 65 73 73 61 67
65 30 11 a0 03 02 01 01 al Oa 04 08 Of Of Of Of Of Of Of Of

returned packet

754744 33f503020171d503570115a3514423f5030201 75d50357 0105 a2 63 70
153e 7262 41 27 3a2e 64 20 74 65 07 00 20 38 65 73 73 15 13 65 29 1f 30 1d d4 7e 04 5d 6b
726241106121 61a40f 447980560201 02d5 7204 51 12 d0 01 57 ce ab ef ab baab

returned packet

4610046781 15203226955521 10379006 04 75 83 12 20 32 22 9555 21 10 27 91 34 30
434863407270 7a78 12 31 56 56 50 40 76 4e 74 51 40 42 53 33 5f Oe 12 2e 83 3e52 2b 7a
5051 16 50 37 57 70 86 3c 13 39 f6 20 13 23 31 82 32 52 27 03 f2 32 00 8e fd 99 ba 98 98 €9
98 9c

returned packet

61 5¢c 30 5aa0 0302 01 05 al 10 1b 0e 41 54 48 45 4e 41 2e 4d 49 54 2e 45 44 55 a2 1a 30 18
a0 030201 01 a1 11 30 Of 1b 06 68 66 74 73 61 69 1b 05 65 78 74 72 61 a3 25 30 23 a0 03 02
0101 a1 030201 05a217 04 156b 7262 41 53 4e 2e 31 20 74 65 73 74 20 6d 65 73 73 61 67
65 30 11 a0 03 02 01 01 al 0a 04 08 Of Of Of Of Of Of Of Of

returned packet
75333033a003020105a1 030201 15a3253023a003020101a103020105a21704
156b 72 62 41 53 4e 2 31 20 74 65 73 74 20 6d 65 73 73 61 67 65 7c 1f 30 1d a0 0a 04 08 6b
72623564 61 74 61 a4 Of 30 0d a0 03 02 01 02 al 06 04 04 12 d0 01 23 ba ab ba ab ba ab

61



